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Hello, welcome to the Safer Internet Day Breakout Presentation on “Mobile Phones, texting and sexting 
Going to talk about some of the risks that can come with your child and their cell-phone, particularly smartphones 
Children cant be simply kept away, its part of modern development to be able to use one, for personal and business life 


Think of the information im going to give you as a road-test for a cell phone. 
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Cell-phones have come a long way from 
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Cell phones have come a long way. 
Do you know what they’re actually capable of? 


The Evolution of Cell-Phones 


Cell-phones have come a long way from 


Disney 


CLOG. 
Fie aub ia 


riday, 5 April, 13 
Cell phones have come a long way. 
Do you know what they’re actually capable of? 


The Evolution of Cell-Phones 


Cell-phones have come a long way from 


Do you know what they re actually 
capable of? 


CLOG. 
Fie aub ia 


Friday, 5 April, 13 
Cell phones have come a long way. 
Do you know what they’re actually capable of? 


They've Got the Power 


Your child now has access to more 
computing power than these guys. 
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PENGUIN 


For a little extra context, your child now has access to more computing power than these guys. 
And they sent someone to the moon. 


| haven’t done anything that impressive myself, but i was excited i could use mine to order dominos online. Only took 5 minutes to do. 
Told a friend how awesome that was, until they pointed out they used their cell to order dominos too, they called them and it only took 3 minutes. 
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For a little extra context, your child now has access to more computing power than these guys. 
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| haven’t done anything that impressive myself, but i was excited i could use mine to order dominos online. Only took 5 minutes to do. 
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What’s in a Phone? 


A cell-phone the size of your palm has access to: 
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These tools are great. It’s fantastic what modern technology allows us to do now. 


But think about how your child is allowed to interact with these tools around the home? (Home computer, game console, cameras) 
Are the same rules being applied to their phone? 


What’s in a Phone? 


A cell-phone the size of your palm has access to: 


Texting, the Web, social media, email, camera, 
video-camera, games, movies, music etc 
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What are the risks of all this access to technology? 


These will mostly be obvious 


Geolocation might not be as obvious, I’ll explain later. 
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What are the risks? 


Cyber-bullying 


Inappropriate Content 
Geolocation 
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Before we get into the risks, let’s see what you know about the way kids now communicate. 


Proceed with “Leet” conversation, Ask if anyone understood any of it, Have a quick translation. 


What's the Big Deal? 
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Does it concern you that you didn’t understand all of that conversation? 
What if your child was using it to convey messages to their friends? 


What if they were using it to talk to a stranger? 
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Texting doesn’t need to be scary. Don’t be worried if you’re behind. Half the room probably isnt in regular text communication with their child. 

It can be a great tool to communicate with your child. 

You're probably already using it yourself. 


We have provided hand-outs to help you with some common phrases (hand-out common phrases and acronyms sheet) 
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Texting doesn’t need to be scary. Don’t be worried if you’re behind. Half the room probably isnt in regular text communication with their child. 
It can be a great tool to communicate with your child. 


You're probably already using it yourself. 
We have provided hand-outs to help you with some common phrases (hand-out common phrases and acronyms sheet) 


Cell-phones have changed the way kids bully 


Bullying has changed since you were kids, or even since i was a Child 


Now kids can be bullied through text and social media, or have physical bullying filmed and have it shared online or through cell phones 
Cyber bullying is just as effective an in person bullying 


There’s also the added effect of anonymity, which can add to the stress to the victim 
A child bullied by text can often have no refuge from their bullys. 
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Caught on Camera 
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Children have access to cameras almost 24/7. 
Video can help prolong the effects of bullying. 


There have been some high profile examples of videos posted online. (click for video) 
This is an example of children getting in trouble for causing the bullying 
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This is an example of children getting in trouble for causing the bullying 


Access All Areas 


Almost every website accessible on your home 
computer, 
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Phones’s have access to the same web browsers found on pc’s and mac desktops 


Children now have access to unlimited content via their smartphones 
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Mobile games are becoming more realistic 

Remember Snake? (play video) 

From Snake to Grand Theft Auto, Video game version of Scarface. 
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Mobile games are becoming more realistic 

Remember Snake? (play video) 

From Snake to Grand Theft Auto, Video game version of Scarface. 
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Mobile games are becoming more realistic 


, [ o7 
Remember Snake? (play video) 
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From Snake to Grand Theft Auto, Video game version of Scarface. 


Family Friendly Apps 
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There are plenty of applications out their you and your child can enjoy together. 
A great example is Puffle Launch. Another example is tapulous 


Disney has worked hard to produce suitable apps. Also reduce data collected by these apps too! 
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Where was image 1 taken? Easy right? Now how about image 2? No idea? 
Many images you post online will contain EXIF data 


Most modern cameras and cell-phones apply meta-data or tags to images in this format. Using a reader, important data including time and location can be discovered. 
People have been caught by the police many times by this. 
Removing them can be complicated 
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Many images you post online will contain EXIF data 


Most modern cameras and cell-phones apply meta-data or tags to images in this format. Using a reader, important data including time and location can be discovered. 
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Where was image 1 taken? Easy right? Now how about image 2? No idea? 
Many images you post online will contain EXIF data 


Most modern cameras and cell-phones apply meta-data or tags to images in this format. Using a reader, important data including time and location can be discovered. 
People have been caught by the police many times by this. 
Removing them can be complicated 


The Rise Of Sexting 


Disney 


PENGUIN 


Friday, 5 April, 13 
Makes you uncomfortable 
The very word “sexting” can elicit many responses. 
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capable of? 
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Consequences of Teen Sexting 


Criminal investigation 
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Child Pornography 


Child pornography refers to images or films (also known as child abuse 
images) and, in some cases, writings depicting sexually explicit activities 
involving a child. 
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Child Pornography 
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images) and, in some cases, writings depicting sexually explicit activities 
involving a child. 


Current laws in most western nations would define possession of images/ 
videos of minors obtained through “sexting, as also possession of child 
pornography. 
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Child Pornography 


Child pornography refers to images or films (also known as child abuse 
images) and, in some cases, writings depicting sexually explicit activities 
involving a child. 


Current laws in most western nations would define possession of images/ 
videos of minors obtained through “sexting, as also possession of child 
pornography. 


This also affects minors that receive or disseminate the images/videos 
too. 


lf a 14 year old boy passes on an inappropriate picture of his 14 year old 
girlfriend, Canadian law has been broken. 
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After all paragraphs have Jen talk about her personal experience 
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All that i’ve talked about can be mitigated and the possible harm reduced. 


Watch some of the netsmartz videos with them perhaps? 
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Have a conversation, ask them about their 
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All that i’ve talked about can be mitigated and the possible harm reduced. 


Watch some of the netsmartz videos with them perhaps? 


Mitigate the Risks 


Have a conversation, ask them about their 
phone, what can it do? 


Lockdown privacy. 


Ensure you have access too. 


Avoid them being used, charged ina 
private place. 
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All that i’ve talked about can be mitigated and the possible harm reduced. 


Watch some of the netsmartz videos with them perhaps? 
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Cell phone Etiquette and “The Contract.” : 


A different kind of Cell-—Phone contract! 
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What can be done to reduce possible harm, and increase responsible use of a cell-phone? 
How do you start the conversation? 


If they already have a cell-phone, ask them about it. What can it do? What games does it have. How do you text. Show interest in their device. 
For new cell phones, there’s “the contract” 


Questions? 


What's your take? 
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